JPEG is a common image format in the WWW and can potentially be used to hide data for secure internet communication and watermark for copyright control. In this paper, we propose an algorithm to embed the secret or watermark information. The proposed algorithm, named Watermarking by DC Coefficients Modification (WDCM), assumes that the quality factor used in JPEG compression is known. We observe that it is perceptually undetectable if the DC coefficients in certain texture-rich blocks are modified by a small amount. We thus embed the secret information as a binary bit sequence in the quantized DC coefficients in those texture rich blocks. The watermark embedding process can be applied in compression domain without re-encode the data. The information bits are randomized by some pseudo-random noise (PN) sequences, the keys of which are needed for the decoding of the secret information. By embedding the information in the DC components, the proposed algorithm is robust to common JPEG compression if the quality factor is known.
INTRODUCTION
In recently years, many algorithms were proposed to embed robust watermark in digital images. Many of them focus on the robustness to common signal processing such as low pass filtering, rotation, scaling, cropping and compression [ 1 -7] and some claimed that their algorithms are robust to JPEG compression [5] [6] [7] . However, those algorithms usually use normalized correlation as the measurement to detect the existence of the watermark information that is not suitable for data hiding. In [8] , several data hiding techniques are proposed but they are not robust to JPEG compression. Embedding a bit sequence in the digital image is a difficult task since the bit sequence should be decoded correctly. In [5] , an algorithm is proposed to embed a bit sequence in digital image by DCT coefficient removal but the modification of DCT coefficients in smooth regions may resulted in visual artifacts. In [2, [6] [7] , spread spectrum technique is used to embed the watermark but the noise like watermark may be suppressed by JPEG compression significantly. In this paper, we propose a technique to embed a bit sequence in digital image. The bit sequence can be decoded in the compress domain with the secret key is given at the decoder. The secret key can be a public key or a private key.
WATERMARKING BY DC COEFFICIENTS MODIFICATION (WDCM)
Basically one bit of the secret or watermark information is embedded in an 8-by-8 block by modifying its quantized DC coefficients slightly. However, not all blocks are used. From our experiments, we observed that even a slight change in the quantized DC coefficients can cause visual artifacts in the smooth regions such as the shoulder of Lena shown in Fig. I . However, in texture regions such as the hair and hat of Lena, a small change in the quantized DC coefficients can be perceptually undetectable. As a result, only the texture-rich blocks are used to embed the watermark information. To ensure the decoder selects the correct blocks to retrieve the watermark information, the quality factor should is given in the block selection process. We perform bandpass filtering on the JPEG decompressed image and examine the bandpassed blocks. Since only DC coefficients will be modified in the watermark embedding process, we used a 3-by-3 bandpass filter and the boundaries of each block is neglected. If a bandpassed block is found to have significant energy, it is declared to be rich in texture and would be used to embed watermark information. This block information is not sent with the image because the same procedure can be performed in the decoder to find out the selected blocks. Note that our block selection algorithm is independent of the watermark being applied. It yields the same selected blocks regardless of the embedded watermark pattern. The procedures of the block selection process are as follows:
Compress and decompress the original image with the given quality factor. (If the watermark is to be embedded in JPEG compressed image, only decompression is needed.) 2.
Apply bandpass filtering on the image. The boundaries of each block are treated as zero intensity. 3.
Count the number of pixels that are greater than a threshold T1, if the number in a block is greater than T2, this block will used to embed the watermark information.
Since the decompressed image is used and the bandpass filtering suppresses the DC energies, the decoder can extract the selected block without error if the AC coefficients remain unchanged. Here is how we embed one bit of secret or watermark information into the quantized DC coefficient of an 8x8 block. Let qDC, be the quantized DC coefficient of block i, w, be the 1-bit information to be embedded in block i, and n, be the PN number which is uniformly distributed in [R1, R2]. The qDC, is modified according to Eqn. 1 as follows:
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The /3 is chosen to be either -1 or 1 such that the modification process minimizes the absolute difference between the original DC, coefficient and the qDC1 ', as shown in Eqn. 2. Since the quantized DC coefficients can be easily extracted in the JPEG bits stream, there is no need to decompress and re-compress the image for the proposed algorithm. Moreover, the AC coefficients are unaffected. For a particular block, the amount of distortion of the quantized DC coefficient depends on the PN number n,. The larger the n, the larger distortion is.
(qDc In order to decode the watermark, the PN sequence is needed. The watermark Wcan be decoded according the Eqn. 3:
SIMULATION AND RESULTS
In our simulation, the luminance component of two 512x512 testing images, 'Lena' and 'Pepper', were used. The original images were compressed to different qualities and then decompressed. The block selection based on the bandpass energy was carried out in the decompressed images. The watermark information was then embedded in the selected blocks according to the method described in section 2. The watermark information used was a random 1-bit sequence with the length depends on the number of selected blocks. It should be noted that the number of blocks used to embed the bits sequence depends on the nature of the image and the compression ratio. A PN sequence (n,) which was uniformly distributed in [3, 4] , was used to be the key for the decoding of the watermark information. T1 and T2 are chosen to be 8 and I 8 respectively. The length of the PN sequence should be the same as the bit sequence. Several quality measures were recorded and listed in Table 1 and 2. The watermarked images were compressed using the JPEG compression function in MATLAB, with different quality factor corresponding to different quantization factor (Quant. factor) used in the quantization process of DC coefficients. The length of the bits sequence (no. of bits emb.) range from 879 to 1 183 for Lena and from 665 to 1036 for 'pepper' respectively. From the tables, it can be observed that the bit per pixel (bpp) basically does not change after the watermarking information was embedded in the images. Fig. 2 and 3 shows the original 'Lena' and 'Pepper' respectively. Fig. 4 and 5 show the watermarked and decompressed 'Lena' with the quality factor of 60 and 30 corresponding to 0.74 bpp and 0.46 respectively. Fig. 6 and 7 show the watermarked and decompressed 'Pepper' with the same parameter of the images shown in Fig. 3 and 4 . Fig. 8 and 9 show the 1-bit maps for 'Lena' and 'Pepper'
respectively. The white blocks in the -but map indicate which blocks are selected to store the water information
CONCLUSION
In this paper, we proposed to modify the quantized DC coefficients in order to embed secret or watermark information. A pseudo noise (PN) sequence is used as the key for the decoding of the embedded information. Without the key, it is almost impossible to decode the watermark information. The embedded watermark is invisible because only blocks with rich texture information are used to embed the watermark.
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